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1
Decision/action requested

This contribution proposes a key issue to TR 33.857 on remote provisioning for PNI-NPN. SA3 is kindly requested to approve this contribution.
2
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3
Rationale

In TR 23.700-07[1], key issue#4 proposes the key issue of UE onboarding and remote provisioning of credentials used to access NPNs, which includes the cases of both SNPN and PNI-NPN. Besides, SA1 has clarified the onborading requirements proposed by SA1 apply to both SNPN and PNI-NPN, see below the texts from the SA1’s reply LS[2]. To be more specifc, the issue of remote provisioning of PNI-NPN targets at non-3GPP credential provisioning for slice authentication and secondary authentication, which is an actual problem when putting into use of slicing and secondary authentication.
SA2 raised several questions concerning the following onboarding requirement in SA2#136AH meeting.

The 5G system shall support a secure mechanism for a network operator of an NPN to remotely provision the non-3GPP identities and credentials of a uniquely identifiable and verifiably secure IoT device.

Q2)SA2 would like to verify with SA1 whether the above-quoted requirement applies to PNI-NPN, which is the NPN “hosted by a PLMN” as described in TS 22.261 clause 6.25.1, or not, and what would be the corresponding use cases.

A2) SA1 requests clarification on the question from SA2, specifically, is SA2 asking if the above quoted question is related to primary or secondary authentication for the PNI-NPN.

A2 from SA2) SA2 is asking whether the non-3GPP identities and credentials (provided by authority of the PNI-NPN, e.g. enterprise, factory) for NSSAA or PDU session secondary authentication, can be remotely provisioned to UE which only has normal PLMN credentials and configuration. 

A2 from SA1)  Since PNI-NPN is a type of NPN, the above-quoted requirement applies to PNI-NPN.

However, key issue#2 in TR 33.857 v 0.1.0[3] only mentions the remote provisioning for SNPN. This contribution is to fill the gap between the SA1&SA2’s requirements and the current SA3 study, adding the key issue of remote provisioning of non-3GPP credentials in PNI-NPN.
4
Detailed proposal
*************** Start of the 1st change ****************
4.X
Key Issue #X: Remote provisioning of non-3GPP crednetials for PNI-NPN
4.X.1
Key issue details 

This key issue aims at studying solutions to enable remote provisioning of non-3GPP credentials for slice authentication and secondary authentication in PNI-NPN. For PNI-NPN, a UE may perform secondary authentication using 3rd party credentials, if the NPN is integrated in PLMN by means of dedicated DNNs, and/or a UE may perform Network specific slice authentication and authorisation (NSSAA) using 3rd party credentials if the NPN is integrated in PLMN by means of network slice. The procedures of slice authentication and secondary authentication have been specified in previous releases in 3GPP, however, how the provisioning of credentials used for slice authentication and secondary authentication thus to access the PNI-NPN remains unclear. This key issue is to study the means to remotely provision the non-3GPP credentials for enabling the UE to access the specific slice or DNN provided by PNI-NPN, namely to study the triggers and procedures used to initiate the provisioning procedure and how the network entity provisions the non-3GPP credentials to the UE in a secure manner. 
4.X.2
Security threats
Unprotected non-3GPP credentials provisioning to the UE may cause authentication failures for UE accessing PNI-NPN.
4.X.3
Potential security requirements
The 5G system shall support secure remote provisioning of non-3GPP credentials used for sclicing authentication and secondary authentication in PNI-NPN
*************** End of the 1st change ****************

